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Professional Ethics in Digital Medicine: Balancing Innovation,

Patient Rights, and Medical Accountability
Jyoti!
ABSTRACT

The rapid integration of digital technologies into healthcare has fundamentally transformed
how medical services are delivered, diagnosed, and monitored. Innovations such as artificial
intelligence (Al), telemedicine, electronic health records (EHRs), wearable health devices, and
digital health applications have significantly improved accessibility, efficiency, and the quality
of patient care. However, they have also introduced complex ethical and legal challenges that

test the adequacy of traditional standards of professional medical ethics.

This paper examines the evolving concept of professional ethics in digital medicine by
analyzing healthcare professionals” obligations to maintain patient confidentiality, obtaining
informed consent, ensuring transparency in Al-assisted clinical decisions, and protecting
sensitive health data in an increasingly digital environment. It further evaluates the legal
responsibilities of medical practitioners when digital technologies contribute to diagnostic
errors, algorithmic bias, or data breaches, raising questions regarding professional negligence

and liability.

From an Indian perspective, the paper critically examines the existing legal and regulatory
framework governing digital healthcare, including the Telemedicine Practice Guidelines, the
National Medical Commission's Code of Medical Ethics, and the Digital Personal Data
Protection Act, 2023, alongside the right to life and personal liberty under Article 21, drawing
comparative insights from international regulatory approaches. The paper adopts a doctrinal
research methodology based on the analysis of statutes, judicial decisions, ethical guidelines,
academic literature, and policy documents. It argues digital medicine’s progress must remain
patient-centered and ethically guided. The study concludes that the future of digital medicine
depends not only on technological innovation but also on the ethical governance and legal

frameworks that protect patient rights while keeping healthcare professionals accountable.
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I. INTRODUCTION AND RESEARCH FRAMEWORK

A. Introduction

The rapid integration of digital technologies into healthcare has fundamentally transformed the
delivery of medical services across the globe. The emergence of Artificial intelligence (Al),
telemedicine, wearable health devices, clectronic health records (EHRSs), robotic-assisted
surgeries, and predictive analytics has revolutionized diagnosis, treatment, patient monitoring,
and healthcare administration. These technological innovations have significantly improved
healthcare accessibility, efficiency, and clinical outcomes while reducing geographical and
infrastructural barriers. In India, government initiatives such as the Ayushman Bharat Digital
Mission (ABDM)? and the Telemedicine Practice Guidelines, 2020, demonstrate a policy shift
towards creating a digitally integrated healthcare ecosystem. Nevertheless, the rapid
digitalization of medicine has simultaneously raised complex ethical and legal questions
concerning patient rights, medical professionalism, privacy, accountability, and regulatory

oversight.?

Medical ethics has traditionally been guided by the principles of autonomy, beneficence, non-
maleficence, and justice. These principles require healthcare professionals to prioritize patient
welfare, maintain confidentiality, obtain informed consent, and deliver equitable healthcare
services. However, the introduction of artificial intelligence and algorithm-driven decision-
making has challenged conventional ethical frameworks. Clinical decisions are increasingly
influenced by technologies whose functioning may not always be transparent to healthcare
professionals or patients. Consequently, determining responsibility when digital technologies

contribute to medical errors has become increasingly complex.*

Digital medicine has also expanded the collection, storage, and processing of sensitive personal

health information. Electronic health records and digital health applications enable seamless

2 NATIONAL HEALTH AUTHORITY, AYUSHMAN BHARAT DIGITAL MISSION: STRATEGY
OVERVIEW (2021).

3 WORLD HEALTH ORG., ETHICS AND GOVERNANCE OF ARTIFICIAL INTELLIGENCE FOR HEALTH
(2021).

4TOM L. BEAUCHAMP & JAMES F. CHILDRESS, PRINCIPLES OF BIOMEDICAL ETHICS (8th ed. 2019).
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sharing of patient information among healthcare providers, thereby improving continuity of
care. At the same time, they expose patients to risks of data breaches, cyberattacks,
unauthorized access, commercial exploitation of health data, and algorithmic discrimination.
The recognition of privacy as a fundamental right under Article 21 of the Constitution of India’
by the Supreme Court has strengthened legal protections for personal health information while
simultaneously imposing greater responsibilities upon healthcare institutions and technology

providers.®

Al has become one of the most influential technologies in modern healthcare. Al-assisted
diagnostic systems, clinical decision-support software, predictive analytics, and robotic
surgical systems promise greater accuracy and efficiency. Yet these technologies also introduce
ethical concerns regarding transparency, explainability, fairness, bias, and liability. Where an
Al-assisted recommendation results in patient harm, uncertainty arises regarding whether
responsibility should rest upon the treating physician, the hospital, the software developer, or
the manufacturer of the technology. Existing legal doctrines relating to medical negligence
were primarily developed for human decision-making and therefore require reconsideration in

the context of digital healthcare.’

Telemedicine similarly represents one of the most significant developments in healthcare
delivery, particularly after the COVID-19 pandemic. Virtual consultations have expanded
access to medical care for patients residing in rural and remote areas and have improved
healthcare continuity during public health emergencies. However, issues relating to patient
identification, informed consent, digital prescriptions, cross-border consultations, professional
competence, and confidentiality continue to challenge existing regulatory frameworks. The
Telemedicine Practice Guidelines, 2020® have addressed several of these concerns, yet

numerous ethical and legal ambiguities remain unresolved.’

The legal framework governing digital medicine in India is evolving through a combination of

statutory enactments, judicial decisions, and regulatory guidelines. Instruments such as the

5 INDIA CONST. art. 21.

¢ Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1.

7 Supra note 4.

§ BOARD OF GOVERNORS IN SUPERSESSION OF THE MEDICAL COUNCIL OF INDIA & NITIAAYOG,
TELEMEDICINE PRACTICE GUIDELINES: ENABLING REGISTERED MEDICAL PRACTITIONERS TO
PROVIDE HEALTHCARE USING TELEMEDICINE (2020).

° Board of Governors in Supersession of the Medical Council of India, Telemedicine Practice Guidelines (2020).
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Information Technology Act, 2000'°, the Digital Personal Data Protection Act, 2023!!, the
National Medical Commission Act, 2019'2, and professional ethical regulations collectively
seek to balance technological innovation with patient protection. Nevertheless, the fragmented
nature of these regulations often creates uncertainty concerning liability, accountability, data

governance, and professional responsibilities in digital healthcare environments.

Against this backdrop, the present study critically examines the ethical foundations of digital
medicine by analysing how innovation can be balanced with patient rights and medical
accountability. It further explores whether existing legal frameworks adequately address
emerging ethical challenges and identifies reforms necessary to ensure responsible and patient-

centered digital healthcare.

B. Statement of the research problem

The healthcare sector is experiencing unprecedented technological transformation through the
adoption of Al, telemedicine, machine learning, wearable technologies, and electronic health
records. While these innovations have enhanced diagnostic precision, efficiency, and

accessibility, they have simultaneously generated significant ethical and legal concerns.

Traditional principles of medical ethics were developed for physician-patient relationships
involving direct human interaction. Digital medicine has fundamentally altered this
relationship by introducing algorithmic decision-making, automated clinical support systems,
and large-scale processing of personal health information. Existing legal frameworks often fail
to provide clear guidance regarding accountability when healthcare decisions involve multiple

actors, including physicians, hospitals, software developers, and technology companies.

Furthermore, increasing incidents of health data breaches, algorithmic bias, opaque Al systems,
and inadequate informed consent mechanisms raise serious concerns regarding the protection
of patient rights. The absence of a comprehensive ethical governance framework creates

uncertainty concerning professional responsibility and public trust in digital healthcare.

Accordingly, this study seeks to examine whether the existing ethical principles and legal
mechanisms governing digital medicine adequately balance technological innovation with

patient rights and medical accountability.

19 The Information Technology Act, 2000, No. 21, Acts of Parliament, 2000 (India).
! The Digital Personal Data Protection Act, 2023, No. 22, Acts of Parliament, 2023 (India).
12 The National Medical Commission Act, 2019, No. 30, Acts of Parliament, 2019 (India).
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C. Review of literature

Tom L. Beauchamp and James F. Childress, in Principles of Biomedical Ethics, provide the
foundational ethical framework of autonomy, beneficence, non-maleficence, and justice, which
continues to influence modern healthcare ethics. However, their work predates the widespread
adoption of Al and therefore provides limited discussion on algorithmic decision-making and

digital accountability.'?

Jonathan Herring’s Medical Law and Ethics comprehensively analyses medical negligence,
informed consent, confidentiality, and patient autonomy. While the book discusses
technological developments, it does not extensively examine legal responsibility arising from

autonomous Al systems or predictive healthcare technologies.!'*

The World Health Organization's report Ethics and Governance of Artificial Intelligence for
Health highlights the importance of transparency, explainability, inclusiveness, accountability,
and human oversight in Al-assisted healthcare. It recommends that governments develop
ethical governance frameworks capable of protecting patient welfare without discouraging

innovation.!?

NITI Aayog’s discussion paper on the National Strategy for Artificial Intelligence identifies
healthcare as one of India’s priority sectors for Al implementation. The report acknowledges
challenges relating to privacy, algorithmic bias, regulatory uncertainty, and data governance

but primarily focuses on policy development rather than legal accountability. !¢

Several scholarly articles published in journals such as the Indian Journal of Medical Ethics,
The Lancet Digital Health, and the Journal of Medical Internet Research examine telemedicine,
digital privacy, Al ethics, and electronic health records. These studies demonstrate that while
digital medicine enhances healthcare accessibility, ethical concerns relating to informed

consent, confidentiality, and equitable access remain inadequately addressed.

Although substantial literature exists concerning medical ethics, data protection, and artificial
intelligence individually, comparatively limited legal scholarship comprehensively examines
the interaction between professional ethics, patient rights, and medical accountability within

India's emerging digital healthcare ecosystem.

13TOM L. BEAUCHAMP & JAMES F. CHILDRESS, PRINCIPLES OF BIOMEDICAL ETHICS (8th ed. 2019).
14 JONATHAN HERRING, MEDICAL LAW AND ETHICS (9th ed. 2023).

15 Supra note 4.

16 NITI AAYOG, NATIONAL STRATEGY FOR ARTIFICIAL INTELLIGENCE (2018).
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D. Research Gap

Existing scholarship primarily analyses Al, telemedicine, data privacy, and medical ethics as
independent areas of study. There remains limited doctrinal legal research integrating these
issues into a unified framework of professional ethics in digital medicine. To bridge this critical
research gap and address the fragmented legal response to digital healthcare, this study sets

forth the following objectives.

E. Objectives of the study

1. To evaluate the protection of patient rights within digital healthcare systems.
2. To critically examine the legal framework governing medical accountability in India.
3. To compare India's regulatory approach with selected international jurisdictions.

4. To recommend reforms for strengthening ethical governance and accountability in

digital medicine.

F. Research questions

1. What constitutes professional ethics in the context of digital medicine?
2. How do Al and digital technologies affect traditional principles of medical ethics?

3. Whether the existing Indian legal framework adequately protects patient rights in
digital healthcare?

4. Who should bear legal responsibility when Al-assisted medical decisions cause patient

harm?

5. What reforms are necessary to balance technological innovation with ethical medical

practice?

G. Hypotheses of the study

Hi: Existing legal and ethical frameworks governing digital medicine are inadequate to address

emerging challenges relating to Al and digital healthcare technologies.

Ha: Strengthening regulatory oversight, transparency, and accountability mechanisms will

improve patient protection without hindering technological innovation.
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H. Research methodology

The present study adopts a doctrinal legal research methodology. It primarily involves
qualitative analysis of constitutional provisions, statutes, judicial decisions, regulatory
guidelines, international instruments, scholarly literature, and policy documents relating to

digital medicine.

The research employs an analytical and descriptive approach to evaluate legal principles
governing professional ethics, patient rights, Al, privacy, and medical accountability.
Comparative analysis has also been undertaken with selected foreign jurisdictions to identify

best practices relevant to the Indian healthcare system.

1. Sources of data

Primary sources include the Constitution of India, the Information Technology Act, 2000, the
Digital Personal Data Protection Act, 2023, the National Medical Commission Act, 2019, the
Consumer Protection Act, 2019!7, judicial decisions of the Supreme Court of India and various

High Courts, the Telemedicine Practice Guidelines, 2020, and official government reports.

Secondary sources comprise books, peer-reviewed journal articles, research papers, law
commission reports, policy documents, conference papers, and publications issued by
international organizations such as the World Health Organization, UNESCO, OECD, and the

European Commission.

J. Scope of the study

The present study is confined to examining the ethical and legal dimensions of digital medicine
with particular emphasis on Al, telemedicine, electronic health records, patient privacy,
informed consent, and medical accountability. The research primarily focuses on the Indian
legal framework while incorporating comparative references to selected foreign jurisdictions

where necessary.

K. Limitations of the study

The study is limited to doctrinal legal research and does not involve empirical surveys or

interviews with healthcare professionals or patients. Owing to the rapidly evolving nature of

17 Information Technology Act, No. 21, Acts of Parliament, 2000 (India); Digital Personal Data Protection Act,
No. 22, Acts of Parliament, 2023 (India); National Medical Commission Act, No. 30, Acts of Parliament, 2019
(India); Consumer Protection Act, No. 35, Acts of Parliament, 2019 (India).
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digital technologies, regulatory developments occurring after the completion of this research
may not be reflected. The study also focuses primarily on civil and regulatory accountability

rather than criminal liability.

L. Scheme of presentation

The research is organized into six chapters.

Chapter 1 introduces the research framework by outlining the research problem, literature
review, objectives, research questions, hypotheses, methodology, scope, limitations, and

scheme of presentation.

Chapter 2 examines the concept of digital medicine and analyses the ethical principles

governing professional medical practice in technologically driven healthcare.

Chapter 3 evaluates patient rights in digital healthcare with particular reference to privacy,

informed consent, confidentiality, equality, and data protection.

Chapter 4 critically analyses medical accountability, regulatory mechanisms, statutory

frameworks, and comparative legal approaches governing digital healthcare.

Chapter 5 discusses the principal ethical and regulatory challenges confronting digital
medicine, proposes policy recommendations, future developments in healthcare governance

are discussed in chapter 5. Finally,

Chapter 6 summarizes the findings of the research and presents the overall conclusions of the

study.

II. DIGITAL MEDICINE AND PROFESSIONAL ETHICS:
CONCEPTUAL AND LEGAL FOUNDATIONS

A. Meaning and evolution of digital medicine

Digital medicine refers to the application of digital technologies in healthcare to enhance
diagnosis, treatment, monitoring, and overall patient care. It encompasses Al (Al),
telemedicine, wearable devices, electronic health records (EHRs), and mobile health
applications. These technologies contribute to improved efficiency, accuracy, and patient-

centered healthcare delivery.'® The field has evolved significantly, from basic electronic record-

18 Supra note 4.
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keeping systems to telemedicine services, and more recently to Al-enabled predictive and

personalized healthcare.

At present, Al is widely used in clinical decision support, medical imaging analysis, and risk
prediction models.!® The COVID-19 pandemic significantly accelerated the adoption of digital
healthcare solutions, particularly teleconsultations and remote patient monitoring. However,
this rapid expansion also highlighted critical concerns relating to data privacy, ethical

governance, and equitable access.?”

B. Healthcare digitalization in India

India has witnessed substantial growth in digital healthcare infrastructure through various
government-led initiatives. The Ayushman Bharat Digital Mission (ABDM) aims to create
unique digital health IDs and an integrated, interoperable health record system across the
country.’! The Telemedicine Practice Guidelines, 2020 provide a legal framework for the
delivery of healthcare services through digital platforms, including online consultations and
electronic prescriptions.?? In addition, private healthcare institutions are increasingly adopting

Al-based systems, robotic assistance, and electronic medical record technologies.

Despite these advancements, several challenges persist, including limited digital infrastructure
in rural areas, low levels of digital literacy, and concerns regarding data security and patient

privacy.?

C. Professional medical ethics

Medical ethics constitute the foundational principles that guide healthcare professionals in
delivering care with integrity, competence, and respect for patient dignity. Core ethical
principles include autonomy, beneficence, non-maleficence, and justice.?* In India, medical
ethics are primarily governed by the National Medical Commission Act, 2019, along with
associated professional conduct regulations. The integration of digital technologies into
healthcare has transformed traditional doctor—patient relationships, as clinical decision-making

is increasingly supported by Al systems and digital tools. This shift introduces new ethical

19 ERIC J. TOPOL, DEEP MEDICINE: HOW ARTIFICIAL INTELLIGENCE CAN MAKE HEALTHCARE
HUMAN AGAIN (2019).

20 WORLD HEALTH ORGANIZATION, GLOBAL STRATEGY ON DIGITAL HEALTH 2020-2025 (2021).
2L Supra note 3.

22 Telemedicine Practice Guidelines (2020).

2 Supra note 13.

2 Supra note 10.
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responsibilities, particularly in relation to data protection, algorithmic transparency, and

accountability in clinical outcomes.?

D. Fundamental ethical principles governing digital medicine

In digital healthcare, the standard pillars of medical ethics include autonomy, beneficence, non-
maleficence and justice. They serve as guardrails for integrating Al and new technologies into
medicine. Autonomy demands that patients must be adequately informed and provide valid
consent for medical interventions, including the use of Al systems and digital healthcare
technologies.?® Under beneficence, healthcare professionals are required to act in the best
interests of patients, ensuring that digital tools are used as supportive instruments rather than
replacements for clinical judgment. Concurrently, non-maleficence requires healthcare systems
must prioritize the prevention of harm, including risks arising from data inaccuracies,
algorithmic bias, and cybersecurity vulnerabilities. Finally, justice dictates that these
innovations must be delivered in a fair and equitable manner, ensuring non-discrimination and

addressing disparities arising from unequal access to digital technologies.?’

Collectively, these principles ensure that technological advancement strengthens rather than

undermines ethical medical practice.

E. Al in healthcare

Al is a major development in modern healthcare. It refers to systems that perform tasks
requiring human intelligence, such as learning from data, recognizing patterns, and making
predictions. In medicine, Al is used in diagnosis, imaging, pathology, drug discovery, robotic
surgery, personalized treatment, and predictive analytics.?® AI improves healthcare by
analysing large datasets quickly and accurately. Machine learning can detect diseases like
cancer, diabetic retinopathy, and heart conditions at early stages, supporting faster and better
clinical decisions. Predictive tools also help identify high-risk patients and improve resource

allocation.

However, Al raises ethical and legal concerns. “Black-box™ systems often lack transparency,
making it difficult to explain decisions or ensure informed consent.?’ This also creates

accountability issues in cases of error. Algorithmic bias is another concern, as Al trained on

25 Supra note 11,

26 Samira Kohli v. Dr. Prabha Manchanda, (2008) 2 SCC 1.

27 Supra note 2.

28 Supra note 17.

22'W. Nicholson Price II, Black-Box Medicine, 28 Harv. J.L. & Tech. 419 (2015).
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biased data may reinforce inequality in healthcare. For this reason, Al should remain a decision-

support tool, not a replacement for doctors, with continuous human oversight.°

F. Telemedicine and ethical responsibilities

Telemedicine delivers healthcare through digital communication when patients and doctors are
physically distant. It includes online consultations, remote diagnosis, e-prescriptions, and
follow-up care via video calls, phone, or apps.’! Its use expanded rapidly during COVID-19,
leading to the Telemedicine Practice Guidelines, 2020 in India. Telemedicine improves access,
reduces costs, and supports care in remote areas. It is especially useful for chronic and elderly

patients and during emergencies.

Ethically, doctors must verify identity, obtain consent, ensure confidentiality, maintain records,
and provide care equivalent to in-person standards. They must also decide when physical
examination is necessary. Cross-border telemedicine raises issues of licensing, jurisdiction, and

liability, requiring stronger regulatory coordination.>?

G. Electronic health records and protection of patient information

Electronic Health Records (EHRs) store patient data digitally, including diagnoses,
prescriptions, reports, and treatment history. They improve coordination and continuity of
care.’ EHRs reduce paperwork, avoid duplication, and improve efficiency. Patients also gain
better access to their health information. However, they raise serious privacy and cybersecurity
risks. Health data breaches can lead to discrimination, fraud, or identity theft. The Digital
Personal Data Protection Act, 2023, along with constitutional privacy protections, strengthens
data safeguards in India. Healthcare providers must ensure secure storage, lawful processing,
and confidentiality.’* Ethically, confidentiality remains a core duty regardless of whether

records are physical or digital.

H. Ethical challenges in digital medicine

Digital medicine raises several ethical concerns. Privacy and confidentiality are major issues
due to large-scale data collection and cyber risks. Poor security can damage trust and harm

patients. Informed consent is also challenging, as patients may not fully understand Al use or

30 Supra note 6.

31 Board of Governors in Supersession of the Medical Council of India, Telemedicine Practice Guidelines (2020).
32 Supra note 13.

33 Supra note 3.

34 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1; Digital Personal Data Protection Act, 2023
No. 22, Acts of Parliament, 2023 (India).
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data processing. Algorithmic accountability is complex when Al contributes to medical errors,
raising questions of liability between doctors, hospitals, and developers. The digital divide may
exclude those without access to technology or digital literacy, increasing inequality.
Cybersecurity threats like ransomware further endanger healthcare systems. Finally, over-
reliance on technology may weaken the human aspect of care, which remains essential. Ethical
governance must ensure transparency, fairness, accountability, and strong data protection while

preserving the doctor—patient relationship.?

III. PATIENT RIGHTS IN THE ERA OF DIGITAL HEALTHCARE

A. Introduction

The rapid expansion of digital medicine has significantly transformed healthcare delivery and
the patient—provider relationship. Technologies such as Al, telemedicine, electronic health
records (EHRs), wearable devices, and mobile health applications have enhanced accessibility,
efficiency, and clinical decision-making. However, these advancements also raise substantial
concerns regarding patient rights, particularly due to the large-scale collection, storage, and
sharing of sensitive health data. Accordingly, the establishment of robust legal and ethical

safeguards is essential to protect privacy, autonomy, dignity, and trust.>¢

Patient rights remain fundamental to ethical medical practice and are constitutionally protected
under Articles 14 and 21 of the Indian Constitution, in addition to being reinforced through
statutory provisions and judicial interpretation. In the context of digital healthcare, these rights
must be re-evaluated and adapted to address the complexities introduced by emerging

technologies, particularly Al-driven and data-intensive systems.

This chapter examines key patient rights in digital healthcare, with a specific focus on privacy,

confidentiality, and informed consent.

B. Right to Privacy in Digital Healthcare

Privacy is profoundly affected by digital healthcare systems, which facilitate the large-scale

storage, processing, and exchange of medical data across interconnected platforms.?” While

35 Beauchamp & Childress, supra note 5; WORLD HEALTH ORGANIZATION, GLOBAL STRATEGY ON
DIGITAL HEALTH 2020-2025 (2021).

36 World Health Organization, Global Strategy on Digital Health 2020-2025 (2021).

37 Supra note 5.
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such systems enhance efficiency and continuity of care, they simultaneously increase the risk

of data misuse, unauthorized access, and secondary exploitation.

In Justice K.S. Puttaswamy (Retd.) v. Union of India, the Supreme Court of India recognized
the right to privacy as a fundamental right under Article 21, explicitly encompassing
informational privacy as an essential component of dignity and autonomy.*® Given the highly

sensitive nature of health data, it warrants heightened protection.

Digital healthcare systems routinely involve the disclosure of deeply personal medical
information. Inadequate safeguards may expose individuals to discrimination, stigma, or other
forms of harm. The Digital Personal Data Protection Act, 2023%* strengthens privacy
protections by incorporating principles such as informed consent, purpose limitation, data
minimization, and security safeguards. Privacy in this context also includes the patient’s right
to exercise meaningful control over the collection, use, storage, and sharing of their data, which

necessitates transparency and genuinely informed consent mechanisms.

C. Confidentiality of medical records

Confidentiality constitutes a core ethical obligation within the physician—patient relationship
and is essential for fostering trust and ensuring full and honest disclosure by patients.*® While
digitalization has improved the accessibility and portability of medical records, it has also

heightened vulnerabilities, including cyberattacks, unauthorized access, and data breaches.

Healthcare institutions are therefore required to implement robust technical and organizational
safeguards, including encryption, role-based access controls, and comprehensive audit trails.
Medical professionals continue to be bound by strict confidentiality obligations, with
disclosure permitted only under narrowly defined legal or ethical exceptions. Accordingly,
digital healthcare systems must reinforce, rather than compromise, the principle of

confidentiality in order to preserve patient trust and uphold professional integrity.

D. Informed consent in digital medicine

Informed consent is a cornerstone of patient autonomy, requiring that medical decisions be

made voluntarily and on the basis of adequate, comprehensible information. The Supreme

38 Supra note 7; Supra note 8.
3 Digital Personal Data Protection Act, 2023 No. 22, Acts of Parliament, 2023 (India).
40 Supra note 12.
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Court in Samira Kohli v. Dr. Prabha Manchanda®! reaffirmed the centrality of informed

consent in medical practice.

Within digital healthcare, informed consent must extend beyond traditional clinical procedures
to include the use of digital technologies such as Al systems, electronic health records, and
data-sharing platforms. Patients must be clearly informed about how their data is collected,

processed, stored, and utilized.

However, the complexity of digital systems and interfaces often impedes genuine
understanding, thereby undermining the quality of consent. As a result, consent mechanisms
must be designed to be clear, accessible, and ongoing, rather than treated as a one-time
procedural formality. Meaningful informed consent is therefore essential to safeguarding

patient autonomy and maintaining trust in digital healthcare ecosystems.

E. Data protection and cybersecurity

Digital healthcare depends on strong protection of patient data against unauthorized access,
misuse, and cyber threats. With the rise of electronic health records, cloud storage, Al systems,
and connected medical devices, the risk of data breaches, ransomware, and identity theft has
increased significantly.** Medical data is highly sensitive, covering physical and mental health,
genetics, and treatment history. Unlike financial data, its exposure can cause long-term harm,
affecting employment, insurance, and personal dignity. Hence, healthcare providers have a
legal and ethical duty to ensure strong cybersecurity. In India, the Digital Personal Data
Protection Act, 2023 regulates the handling of personal data and requires reasonable security
safeguards and breach notification. Healthcare institutions must therefore adopt strict data

protection policies and ensure accountability.

Cyber security is not just technical but a patient rights issue. Measures such as encryption,
access controls, multi-factor authentication, audits, and staff training are essential. Weak

security can harm patients and reduce trust in digital healthcare.

F. Algorithmic bias and equality

Al systems in healthcare depend on training data, and biased or unrepresentative datasets can

lead to unfair outcomes.** This may result in misdiagnosis or unequal treatment across gender,

4! Supra note 24.
42 Supra note 37; Supra note 3.
43 Supra note 4.
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ethnicity, age, or socio-economic groups. Such bias conflicts with the principle of justice and
Article 14 of the Constitution, which guarantees equality. Therefore, Al tools must be regularly
tested, validated, and audited to prevent discrimination. Transparency and human oversight are
also essential. Doctors must not rely blindly on Al outputs and should apply independent

judgment to ensure fairness and patient safety.

G. Constitutional framework for protecting patient rights

The Indian Constitution protects patient rights through Articles 14 and 21. Article 21 includes
the right to dignity, health, bodily integrity, and informational privacy. In Justice K.S.
Puttaswamy v. Union of India, the Supreme Court recognized informational privacy as part of
personal liberty, including medical data.** Article 14 ensures equality and non-arbitrariness in
healthcare systems, including Al-based decision-making. Any discriminatory or biased digital
system may violate constitutional guarantees. Together, these provisions protect patient

autonomy, dignity, and control over personal health information in the digital age.

H. International Human Rights Perspective

International frameworks also emphasize ethical digital healthcare. The WHO recommends
transparency, accountability, and human oversight in AI for health.*> The UNESCO Al Ethics

Recommendation (2021) stresses human rights, privacy, and non-discrimination.

The EU GDPR provides strong data protection principles such as transparency, purpose

limitation, and accountability, influencing global standards.

These frameworks show that protecting patient rights in digital healthcare is a global

responsibility requiring consistent ethical and legal safeguards.
IV. MEDICALACCOUNTABILITY AND REGULATORY FRAMEWORK

A. Introduction

The integration of digital technologies into healthcare has transformed medical service
delivery. Al, telemedicine, EHRs, clinical decision-support systems, and wearables have
improved diagnosis and access, but also complicated medical accountability. Traditionally,

responsibility lay with the physician or hospital; now it is shared among multiple actors,

4 Supra note 7.
4 Supra note 4; UNESCO, RECOMMENDATION ON THE ETHICS OF ARTIFICIAL INTELLIGENCE
(2021).
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including software developers and data processors, making liability for technological failures

more complex.*6

Medical accountability is the legal and ethical duty of healthcare providers to follow accepted
standards of care and take responsibility for negligence or rights violations. It ensures
transparency, safety, and trust in healthcare systems. As digital medicine evolves, legal

frameworks on negligence must adapt.

This chapter examines medical accountability in digital healthcare, focusing on practitioners,

institutions, and the regulatory framework in India.

B. Medical accountability in the digital era

Medical accountability is based on the duty of care owed by healthcare professionals, requiring
reasonable skill and diligence. Breach of this duty causing harm may lead to civil, professional,
or criminal liability.#’ Digital healthcare has changed clinical practice through Al-based
diagnostics and automated systems. While these tools improve efficiency, they raise questions
of responsibility when errors occur. Al does not reduce physician responsibility. Doctors must
exercise independent judgment and not rely blindly on algorithmic outputs. Medical
accountability in digital medicine requires balancing technological support with human

oversight, ensuring AI complements rather than replaces clinical decision-making.

C. Liability of medical practitioners

Medical practitioners remain central to healthcare delivery and are legally accountable for
patient care. Liability arises when a doctor fails to meet the standard of a reasonably competent
professional. In Jacob Mathew v. State of Punjab, the Supreme Court held that negligence

depends on deviation from accepted professional standards, not merely poor outcomes.*®

Al-assisted tools do not change this principle. Physicians must critically evaluate technological
outputs alongside clinical evidence. Failure to exercise independent judgment may amount to
negligence. Telemedicine also requires adherence to professional standards, including patient
verification, consent, confidentiality, and proper record-keeping. Non-compliance may

constitute negligence.*’ Doctors also have duties regarding data protection. Improper handling

46 Supra note 4.

47 Supra note 11.

48 Jacob Mathew v. State of Punjab, (2005) 6 SCC 1.

49 Board of Governors in Supersession of the Medical Council of India, Telemedicine Practice Guidelines (2020).
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of digital records may lead to disciplinary and civil liability. Thus, digital competence is now

part of medical responsibility.

D. Liability of hospitals and healthcare institutions

Hospitals are responsible for safe implementation of digital healthcare systems, including
infrastructure, cybersecurity, staff training, and data protection. Under vicarious liability,
hospitals are liable for employee negligence. In Indian Medical Association v. V.P. Shantha, the
Supreme Court confirmed that medical services fall under consumer protection law.>® Hospitals

cannot avoid liability due to complex systems or multiple professionals.

Institutions using Al must ensure systems are reliable, updated, and properly supervised.
Failure in maintenance, cybersecurity, or training may amount to negligence. Hospitals must
also protect patient data through encryption, access controls, and audits. Breaches can lead to
legal and regulatory consequences. Additionally, hospitals should establish governance
mechanisms such as ethics committees and audit systems to oversee Al use and ensure

accountability.

E. Liability of Al developers and technology companies

The use of Al in healthcare has expanded the number of stakeholders involved in medical
decision-making. Along with doctors and hospitals, responsibility may also extend to software
developers, technology companies, cloud providers, and Al device manufacturers. This raises

a key legal issue: who is liable when AI contributes to patient harm?>!

Indian law does not yet have a specific framework for Al liability in healthcare. However,
developers and companies may still be liable under product liability, negligence, contract law,
or consumer protection laws if defective software, poor testing, or failure to warn causes harm.
Al developers are expected to ensure accuracy, safety, transparency, and regular updates.
Systems should be clinically validated and monitored for bias and reliability. Clear disclosure

of limitations is also essential for informed medical use.

Since Al is a support tool rather than an independent medical provider, liability should be

shared among stakeholders. Doctors remain responsible for clinical judgment, hospitals for

50 Indian Medical Ass'n v. V.P. Shantha, (1995) 6 SCC 651.
5! Supra note 4.
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safe implementation, and developers for design or software defects. This shared model better

reflects digital healthcare than placing blame on one party.

F. Regulatory framework governing digital medicine in India

India does not yet have a dedicated law for digital medicine. Instead, it relies on a mix of

constitutional principles, statutes, and guidelines.

Information Technology Act, 2000

The IT Act recognizes electronic records and addresses cybersecurity and data protection. It
continues to regulate electronic health records and requires reasonable security measures to

protect patient data.

Digital Personal Data Protection Act, 2023

This Act governs personal data processing based on consent, purpose limitation, and security.
Health data is treated as sensitive, requiring strict compliance from hospitals, telemedicine

platforms, and health apps.

National Medical Commission Act, 2019

The Act sets professional standards for doctors, including duties of competence,

confidentiality, consent, and ethical conduct, all of which apply in digital healthcare.

Consumer Protection Act, 2019

Patients can seek remedies for negligence or deficient services. This includes disputes

involving telemedicine and Al-assisted diagnosis.

Telemedicine Practice Guidelines, 2020

These guidelines regulate remote consultations, covering consent, confidentiality,
prescriptions, documentation, and professional responsibility. Despite these laws, India still
lacks a unified framework for Al accountability, algorithmic transparency, and liability

allocation in digital healthcare.

G. Comparative perspective

The European Union uses the GDPR and Al Act to regulate health data and classify Al systems
by risk, with strict rules for high-risk medical AI. The United Kingdom relies on data protection

laws and medical guidance focused on safety, transparency, and governance. The United States
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uses HIPAA for data protection and the FDA for regulating Al-based medical devices, though
liability rules remain evolving. These systems show that effective regulation requires
combining data protection, safety standards, and Al accountability. India can adapt these

principles to its own context to overcome the various challenges discussed in chapter III.

V. FINDINGS OF THE STUDY

The study examined the ethical and legal implications of digital medicine, focusing on
balancing innovation, patient rights, and accountability. It finds that Al, telemedicine, EHRs,
and wearable technologies have significantly improved healthcare access, efficiency, and
quality through better diagnosis, remote care, and data management. However, they also raise
complex ethical and legal concerns beyond traditional medical law. Core ethical principles,
autonomy, beneficence, non-maleficence, and justice, remain relevant but require
reinterpretation in digital contexts. Patient autonomy now includes control and awareness of
how health data is collected and used. Privacy and confidentiality have become critical
concerns due to risks of cyberattacks and data breaches in digital systems. While Justice K.S.
Puttaswamy v. Union of India and the Digital Personal Data Protection Act, 2023 strengthen
legal protection, effective enforcement depends on strong cybersecurity and institutional
compliance. Medical accountability is also complicated by Al-assisted care, as responsibility
is shared among doctors, hospitals, and technology providers. Current negligence laws are
insufficient for Al-related harm, and India lacks specific Al regulation. A brief comparative
analysis shows that the EU, UK, and US have more developed regulatory frameworks for
digital health, offering useful models for reform. The study also highlights the digital divide

where unequal access to technology limits equitable healthcare delivery.

VI CHALLENGES, @ RECOMMENDATIONS AND FUTURE
DIRECTIONS

A. Introduction

Digital medicine integrates Al, telemedicine, EHRs, wearables, and data-driven care into
healthcare, improving access, diagnosis, and personalization. However, it also raises ethical,
legal, and regulatory concerns. Existing laws are often inadequate for Al-based decisions,
large-scale health data use, and cross-border digital services. A balanced governance
framework is needed to support innovation while protecting patient rights and ensuring

accountability.
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This chapter outlines key challenges, recommendations, and future directions for digital

healthcare in India.

B. Challenges in digital medicine

Protection of Patient Privacy and Health Data

Digital health systems collect vast sensitive data, increasing risks of breaches, cyberattacks,
and misuse. While laws like the Digital Personal Data Protection Act, 2023 offer safeguards,

effective protection depends on strong enforcement and cybersecurity practices.

Lack of Transparency in Al

Al systems often function as “black boxes,” making medical decisions difficult to explain. This
limits informed consent and accountability, highlighting the need for greater transparency and

explainability.

Uncertainty Regarding Legal Liability

It is unclear who is responsible when Al-assisted decisions cause harm—doctors, hospitals, or
developers. The absence of clear legal rules creates uncertainty and calls for specific liability

frameworks.
Digital Divide

Unequal access to internet, devices, and digital literacy limits the benefits of digital healthcare,

especially in rural areas, potentially widening health inequalities.

Ethical Challenges for Healthcare Professionals

Doctors must balance Al recommendations with clinical judgment while maintaining empathy

and patient trust. Overreliance on technology may weaken the doctor—patient relationship.

C. Recommendations and future directions

1. Enact a Comprehensive Digital Health Law: India should introduce dedicated
legislation covering Al use, accountability, consent, cybersecurity, and liability in

digital healthcare.

2. Strengthen Data Protection Mechanisms: Healthcare systems should adopt encryption,

authentication, audits, and continuous monitoring to secure patient data.
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3. Develop Ethical Standards for Al: Regulatory bodies should ensure Al systems are

transparent, fair, explainable, and subject to human oversight.

4. Promote Capacity Building and Professional Training: Healthcare professionals should
be trained in Al, digital ethics, and data protection to ensure responsible use of

technology.

5. Enhance Public Awareness: Patients should be informed about their rights, including

privacy, consent, and access to health data.

6. Encourage Interdisciplinary Collaboration: Lawyers, doctors, technologists, and

policymakers must work together to ereate balanced regulatory solutions.

Digital medicine will continue to advance with Al-driven diagnostics, precision medicine, and
remote monitoring. India’s digital health initiatives will improve infrastructure and
interoperability. Future systems must remain human-centered, ensuring technology supports
rather than replaces clinical judgment. Global cooperation will also be essential for harmonized

standards and safe innovation.

VII. CONCLUSION

Digital medicine has transformed healthcare by improving diagnosis, access, and efficiency
through Al telemedicine, and digital tools. It holds strong potential for advancing universal
health coverage. However, technological progress must not undermine core medical ethics such
as autonomy, consent, confidentiality, and fairness. Digital tools should support, not replace,
human medical judgment. India’s current legal framework offers partial protection through
various statutes and constitutional principles but remains fragmented and inadequate for
emerging technologies like Al. A unified regulatory framework addressing accountability, data
governance, cybersecurity, and liability is needed. Effective regulation must balance
innovation with patient protection. Overregulation may hinder progress, while weak regulation
risks harm and loss of trust. The future of digital healthcare depends on ethical governance,
strong institutions, and responsible innovation. Ultimately, success will be measured by how
well digital medicine protects human dignity, ensures patient rights, and promotes an equitable,

trustworthy healthcare system.
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