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ABSTRACT  

The digital period has turned personal data into a driver of economic growth, innovation, and 

governance. However, the arising transnational data transfer obligations and surveillance 

networks have, on the other hand, created deep challenges for states such as India to protect 

constitutional privacy rights while also complying with international regimes. This paper 

explores the tensions that arise from India's constitutional recognition of privacy in Justice K.S. 

Puttaswamy vs. Union of India (2017) vis-à-vis the obligations imposed by global regimes 

such as the EU's GDPR and the U.S. CLOUD Act. Through the study of constitutional law, 

international norms, and domestic legislations, including the Digital Personal Data Protection 

Act, 2023, this research assesses how India can establish a rights-respecting yet globally 

interoperable data governance model. Comparative lessons are drawn from other jurisdictions, 

and a set of normative guidelines is proposed to facilitate India's attempt to reconcile its privacy 

guarantees with the realities of global data flows and surveillance. 
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INTRODUCTION 

The digital economy has witnessed an unprecedented growth that now makes the flow of 

personal data a borderless transaction, spawning massive opportunities and raising questions 

of far-reaching legal and ethical considerations. As India stands among the largest digital 

economies in the world, it faces the double-edged challenge of assuring constitutionally 

protected privacy while interacting with international data regimes and surveillance networks. 

The landmark Justice K.S. Puttaswamy v. Union of India decision in 2017 declared privacy to 

be a fundamental right under Article 21 of the Constitution, describing it as inherent to dignity, 

 
1 3rd Year Law Student, School of Law, CHRIST (Deemed to be University), Bangalore. 
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autonomy, and liberty.2 However, India today has to also reconcile with obligations arising 

from such frameworks as the GDPR of the EU3, the CLOUD Act of the U.S.,4 and arrangements 

for intelligence sharing, which call for cross-border access to data. This direct contradiction of 

constitutionalism with global interoperability creates an imperative need for the reconciliation 

of rights, obligations, and sovereignty. 

 

STATEMENT OF THE PROBLEM 

Since the constitutional framework upholds the right to privacy, India remains devoid of a 

harmonious legislation that could have aligned its domestic laws with international 

commitments. In the pursuit of a comprehensive privacy regime, the Digital Personal Data 

Protection Act, 2023, however, provides for exemptions to State surveillance in very broad 

terms and has not provided for an effective and truly independent oversight mechanism.5 At 

the same time, the requirements for international adequacy, especially under the General Data 

Protection Regulation (GDPR), call for enhanced safeguards for data transfers, while global 

surveillance architectures subject information in the hands of Indian citizens to the scrutiny of 

foreign intelligence, thus leaving the question: Can India protect constitutional privacy rights 

in the face of global data governance?  

 

RESEARCH QUESTIONS 

1. How does India’s constitutional right to privacy constrain or guide state practices on 

data protection and surveillance? 

2. To what extent do international data transfer regimes challenge India’s constitutional 

privacy framework? 

3. How does global surveillance architecture affect India’s data sovereignty and privacy 

protections? 

4. Does the Digital Personal Data Protection Act, 2023 effectively balance constitutional 

guarantees with international obligations? 

5. What lessons can India draw from other jurisdictions facing similar privacy versus 

globalization conflicts? 

 
2 Justice K.S. Puttaswamy (Retd.) v. Union of India & Ors., (2017) 10 SCC 1, 32 (India). 
3 General Data Protection Regulation (Regulation (EU) 2016/679) art. 44 et seq. (EU). 
4 Clarifying Lawful Overseas Use of Data Act, Pub. L. No. 115-141, 132 Stat. 785 (2018) (U.S.). 
5 Digital Personal Data Protection Act, 2023, § 17 (India). 
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6. What reforms can harmonize India’s constitutional privacy protections with global data 

governance? 

7. How can domestic laws in India harmonise with extraterritorial demands without 

undermining fundamental freedoms? 

 

SIGNIFICANCE OF RESEARCH 

This research holds constitutional, legal, and policy significance. Constitutionally, it explores 

the scope of privacy rights amid globalization. Legally, it examines legislative adequacy in 

light of transnational obligations. From a policy perspective, it addresses sovereignty, human 

rights, and international cooperation in shaping a privacy-respecting digital future. 

 

SCOPE AND LIMITATION OF RESEARCH 

The study focuses on India’s constitutional and legislative framework post-Puttaswamy, 

international data regimes like GDPR and the CLOUD Act, and comparative experiences from 

select jurisdictions. Technical cybersecurity issues and detailed economic implications lie 

beyond its scope, except where directly relevant to privacy law and governance. 

 

OBJECTIVES OF RESEARCH 

● To analyse constitutional privacy protection in India. 

● To assess India’s legislative response, especially the DPDPA, 2023 

● To examine challenges posed by international data transfer regimes and global 

surveillance. 

● To analyse/examine Indian case laws and international case laws that provide for 

harmonisation/integration 

● To propose reforms harmonising privacy rights with global data governance. 

 

RESEARCH METHODOLOGY 

The research adopts a doctrinal and comparative methodology, relying on constitutional 

provisions, judicial decisions, legislative texts, international frameworks, and academic 

commentary. A qualitative approach is employed to analyze legal norms, institutional practices, 

and comparative jurisprudence. 

Under primary data, the constitution, various indian legislations, and the American statutes are 

examined, and the judicial pronouncements of India and USA,  
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As part of secondary research, various scholarly articles in journals, commentaries, books, etc, 

are referred. 

 

LITERATURE REVIEW 

In these digital days, constitutional democracies are facing a unique challenge-forging a steel 

wall between imperatives of national security and the basic right to privacy. Mass surveillance 

has come to be considered a legitimate policy tool, crossing national frontiers and boundaries 

of laws and jurisdictions. The legal discourse now revolves around whether existing 

constitutional structures and international norms can adequately regulate state surveillance 

practices. This literature review examines three key dimensions of this debate: (1) the origin 

and evolution of global surveillance systems, (2) the fragmented implementation of 

international privacy norms across national constitutions, and (3) insights from comparative 

legal systems that frame the Indian Puttaswamy judgment in global perspective. 

 

Origins of Global Surveillance and Constitutional Response 

Surveillance has increasingly been used as a tool of state policy following the 9/11 attacks and 

had led to the construction of powerful surveillance architectures such as the PRISM program 

of the U.S. National Security Agency and the Tempora system in the UK. These systems 

operated largely in secrecy until 2013 when Edward Snowden revealed their existence. 

According to Milanovic (2015), the global system of surveillance represents enormous erosion 

to the old idea of sovereignty, considering that on issues of foreign surveillance, states are 

hardly held accountable under international human rights law.6 

 

Milanovic goes against the assumption that surveillance outside the borders of a state is outside 

of international legal obligations. He claims that the ICCPR, especially Article 17, contains 

substantive privacy guarantees that are extraterritorial in nature. However, in practice, most 

states have adopted a narrow reading of their obligations, thus creating a systemic loophole 

that permits bulk data collection by these intelligence agencies with minimal scrutiny and no 

legal recourse. 

 

 
6 Milanovic, M., *Human Rights Treaties and Foreign Surveillance: Privacy in the Digital Age*, Harvard Int’l 

L.J. 56:1 (2015). 
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Lachmayer and Witzleb (2014) show the trajectory of constitutional responses to surveillance 

in systems operating under the aegis of democracy, showing that even theoretically strong rule-

of-law systems have failed to exercise any meaningful control over executive overreach. The 

authors identify an unholy pattern of disproportionate empowerment of security agencies that 

is often couched in vague legislative mandates and generously interpreted by courts in the name 

of national security.7 They demonstrate that although constitutional doctrines recognize privacy 

rights, they generally yield to surveillance imperatives, particularly when foreign threats are 

brought into consideration. 

 

Implementation of International Privacy Norms Across Jurisdictions 

While there is agreement on a global scale that privacy is a fundamental right, strong 

divergence occurs in its enforcement from one jurisdiction to another. Mitsilegas (2015) 

criticized the current state of transatlantic legal cooperation by stating that while the European 

Union has, over time, progressively constitutionalised its approach to privacy through the 

Charter of Fundamental Rights and the case law of the Court of Justice of the European Union 

(CJEU), the United States has stuck to an interpretation of the Fourth Amendment based upon 

national security considerations that often exclude foreign nationals from privacy protection.8 

Europe's legal system is amongst those that, prehistoric enforcement, shows a strong judicial 

opposition to indiscriminate surveillance, inter alia, decisions like Digital Rights Ireland or 

Schrems II.9 Mitsilegas contends that, under the justification of necessity, proportionality, and 

transparency, the CJEU makes for an example in global privacy governance. But because no 

such standards exist in any other major democracy, legal asymmetry arises to the detriment of 

"surveillance tourism," where clandestine agencies use lax regimes abroad to circumvent 

domestic restrictions.10 

 

The notion of constitutional pluralism is advanced by Lachmayer and Witzleb. They state that 

privacy is differently interpreted and implemented in different States because of cultural, legal, 

and political perspectives. For instance, Germany's "right to informational self-determination" 

presents a considerably stronger constitutional protection against mass collection of data than 

 
7 Id. 
8 Mitsilegas, V., “Surveillance and Digital Privacy in the Transatlantic War on Terror: The Case for a Global 

Privacy Regime,” Columbia Hum. Rts. L. Rev. 47 (2015). 
9 *Digital Rights Ireland*, Case C-293/12, 2014 E.C.R. I-3171; *Schrems II* (Data Protection Commissioner v. 

Facebook Ireland), Case C-311/18, 2020 E.C.R. \_\_. 
10 Id. 
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does the UK's Investigatory Powers Act 2016, which, in effect, legalizes bulk surveillance 

subject to its own regulatory controls.² Such differences prove an impediment to the 

harmonization of privacy rights, even at the international level.11 

 

Framing the Indian Position: Puttaswamy in Global Context 

The landmark judgment in the case of Justice K.S. Puttaswamy (Retd.) v. Union of India in 

2017 was a turning point that transformed the canvas of constitutional jurisprudence by 

declaring the right to privacy to be a fundamental right under Article 2112 of the Constitution 

of India. Delivered by a full bench consisting of nine judges, the judgment expressly overruled 

the procedure followed by the earlier rulings in M.P. Sharma v. Satish Chandra(1954) and 

Kharak Singh v. State of U.P. (1962), which denied that privacy has the status of a constitutional 

right.13 

 

 The Court observed that the privacy right is not an isolated right, that is, it is an extended 

concept recognized in other rights such as life, liberty, dignity, and freedom of expression under 

Part III of the Constitution. Justice D.Y. Chandrachud laid down in the lead opinion that 

"privacy is intrinsic to the freedoms guaranteed in Part III of the Constitution" and cannot be 

sacrificed on the altar of majoritarian impulses or administrative convenience.14 

 

Most importantly, the Court laid down a three-pronged test comprising legality, necessity, and 

proportionality for assessing any state action infringing privacy.15 This is very much in line 

with international courts' precedents, such as those of the European Court of Human Rights 

(ECtHR) and is also in accordance with suggestions made by Mitsilegas concerning global 

privacy safeguards.16 

 

The Puttaswamy judgment deals, in particular, with matters pertaining to global surveillance 

since it recognizes informational privacy and decisional autonomy as constitutional values. 

 
11 Lachmayer, K. & Witzleb, N., “The Challenge to Privacy from Ever Increasing State Surveillance: A 

Comparative Perspective,” UNSW L.J. 37:2 (2014). 
12 *Justice K.S. Puttaswamy (Retd.) v. Union of India & Ors.*, (2017) 10 SCC 1, 32 (India). 
13 *M.P. Sharma v. Satish Chandra*, (1954) SCR 1077; *Kharak Singh v. State of U.P.*, (1962) 1 SCR 1 (India). 
14 *Puttaswamy*, 10 SCC at 32-33. 
15 Id. at 33-35. 
16 Mitsilegas, supra note 8, at 180-190. 
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Furthermore, through judicial and statutory oversight, it cast doubt on indiscriminate data-

collection practices in an indirect manner pursuant to national security law. 

 

India, by this legal transformation, is placed within a broader horizon of constitutional 

movements wherein industrial nations consider privacy as a right of self-determination, similar 

to Germany's doctrine of informational self-determination and the EU's GDPR framework. 

Milanovic warns that judicial pronouncements risk remaining symbolic unless supported by 

legislative and institutional safeguards.17 The schism between the constitutional vision and 

executive practice is glaringly evident while such Data Protection legislation is pending, and 

surveillance technologies are used without the necessary regulations. 

Hence, the Puttaswamy verdict, being an assault on judicial order and a normative premise, 

demands the harmonisation of India's national laws with global privacy standards in the 

institutions of expanding state-level surveillance. 

 

Jurisprudential Grounding: Privacy in a Functionally Differentiated Society 

While doctrinal and comparative legal reflections help to map the legal form of privacy, they 

are often insufficient to explain why privacy is so controversial, least of all in an era where 

personal data flows with the greatest facility across borders as well as across institutions and 

systems. To meet this complexity, the sociological jurisprudence constructed by Katayoun 

Baghai supplies an influential theoretical framework.18 

Building on Durkheim, Simmel, and Luhmann, Baghai argues that privacy is not just a right of 

the individual or a moral entitlement. It is instead the byproduct of how modern societies are 

constituted, communication systems that are functionally differentiated. That is to say that 

modern life is segmented into distinct systems: law, politics, economy, health care, religion, 

and mass media, each with its own set of operating rules. Privacy happens when the systems 

interact with one another in an unplanned fashion. For example, should your history as a patient 

become part of your chances of receiving one of the bank's loans? Do personal relationships 

belong in your performance evaluations on the job? These are not just ethics or law matters; 

these are matters of one system intruding on the logic of the other. 

Baghai promotes the right to selective presentation of the self. In other words, one should have 

the right to decide how, when, and where aspects of one's personality should be presented based 

 
17 Milanovic, supra note 5, at 120-30. 
18 Katayoun Baghai, *Privacy as a Form of Social Coordination: A Sociological Perspective on Privacy Law*, 28 

Yale J.L. & Human. 149 (2016). 
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on the situation. But with the age of mass surveillance, the control falters. The data flows in 

large part unbeknownst to us through governments, corporations, and algorithms, making it 

nigh on impossible for the individual to present their digital persona. 

This theory gives new insight to the Indian Supreme Court decision in Puttaswamy. In short, 

the judgment was not just about surveillance or about Aadhaar but about redrawing the 

boundaries between the individual and the state on the one hand and the digital architecture 

that stands between the two on the other. In enlisting informational privacy as one of the 

constitutional rights, Puttaswamy strengthens Baghai’s call to lawfully regulate the intersection 

and friction between social systems. 

 

As global surveillance networks expand and legal norms struggle to keep pace, Baghai’s 

framework acquires renewed relevance. It instructs us that privacy is not simply the protection 

of secrets but the enforcement of agency in the increasingly boundary-less world. Privacy thus 

is transformed not merely into a barricade against invasion but into a tool for ensuring 

compatibility and fairness between divergent legal, social, and technological dispensations. 

 

CONSTITUTIONAL PRIVACY PROTECTION IN INDIA 

The constitutional trajectory of privacy protection in India has transformed significantly, 

moving from one of flat fractional denial to an acceptance of a right to privacy as a 

constitutional right. The Supreme Court of India was then at the earliest stage of engaging with 

the concept. In M.P. Sharma v. Satish Chandra19 (1954), the Court rejected the notion of the 

existence of a right of privacy within the confines of the search and seizure provisions in the 

Code of Criminal Procedure, on the basis that a right of privacy was neither expressly created 

in the Constitution. In Kharak Singh v. State of U.P.20 (1962), a case in which the Court found 

the domiciliary visits by police officers unconstitutional, the Court nonetheless categorically 

held that a right to privacy was not a fundamental right under Part 3 of the Constitution. Both 

M.P. Sharma and Kharak Singh serve to underscore the hesitation of the apex Court to broaden 

the interpretation of fundamental rights, particularly under Article 2121, with protections of the 

right to life and personal liberty. 

 
19 M.P. Sharma & Ors. v. Satish Chandra & Ors., AIR 1954 SC 300 (India). 
20 Kharak Singh v. State of U.P., AIR 1963 SC 1295 (India). 
21 INDIA CONST. art. 21. 
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However, during the 1970s, this stance began to change, with the Supreme Court extending the 

scope of Article 21. For instance, in Gobind v. State of M.P.22 (1975), the Court suggested that 

the right to privacy was a component of the right to life, but that privacy could be limited for 

valid reasons of state interests, which can include things such as national security. In its 

subsequent decision in R. Rajagopal v. State of Tamil Nadu23 (1994), the Court explicitly 

recognised the "right to be let alone," concluding that the unauthorised publication of private 

information about an individual without their consent would be an infringement of privacy, 

barring legitimate public interest. Likewise, in People's Union for Civil Liberties v. Union of 

India24 (1997), the Court concluded that telephone tapping would violate privacy rights, unless 

it was authorised by law and had limits to protect such privacy rights. Through these cases, the 

Court moves toward understanding privacy as implicit in liberty, dignity, and autonomy, which 

are rights protected under Article 21.25 

 

The historic decision in Justice K.S. Puttaswamy (Retd.) v. Union of India26 (2017) represented 

a key development in India's privacy jurisprudence. A nine-judge bench of the Supreme Court 

unanimously concluded that the right to privacy is a fundamental right under Articles 14, 19, 

and 21 of the Constitution. The Court developed a three-part test for any interference with 

privacy: (1) there must be a valid law allowing for the interference, (2) the restriction must be 

for a legitimate state purpose, and (3) the restriction must be proportionate to the legitimate 

purpose. Importantly, the Court held that informational privacy is an integral aspect of personal 

liberty in the digital age and called for stronger data protection to protect individuals from state 

and non-state actors infringing upon individual autonomy and dignity. The decision also 

explicitly overruled M.P. Sharma and Kharak Singh and sought to align India's constitutional 

standards with global human rights treaties (for example, Article 17 of the International 

Covenant on Civil and Political Rights27) and the European Court of Human Rights. 

 

After the Puttaswamy judgement, privacy law quickly took hold in multiple areas of law. In 

the Aadhaar judgement28 (2018), for example, the Court validated the use of Aadhaar for state-

 
22 Gobind v. State of M.P., (1975) 2 SCC 148 (India). 
23 R. Rajagopal v. State of Tamil Nadu, (1994) 6 SCC 632 (India). 
24 People’s Union for Civil Liberties v. Union of India, (1997) 1 SCC 301 (India). 
25 INDIA CONST. arts. 14, 19, & 21 
26 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1 (India). 
27 International Covenant on Civil and Political Rights, art. 17, Dec. 16, 1966, 999 U.N.T.S. 171. 
28 K.S. Puttaswamy (Aadhaar) v. Union of India, (2019) 1 SCC 1 (India). 
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sponsored welfare programs while striking provisions that would allow private entities to make 

use of Aadhaar data to prevent intrusions into privacy. Similarly, the Court reinforced the link 

between privacy, decisional autonomy, dignity, and personal liberty during the Navtej Singh 

Johar v. Union of India29 (2018), which decriminalized homosexuality, and the Joseph Shine v. 

Union of India30 (2018) ruling which decriminalized adultery. These judgements together 

illustrate that privacy in India is more than protection from intrusion of the state but also 

includes informational self-determination, bodily autonomy and decisional freedom when 

concerning personal relationships. 

 

Despite this, significant challenges remain. The Act on Digital Personal Data Protection, 2023, 

introduces a long-awaited data protection regime that has drawn criticism for enabling the state 

to exempt itself from these provisions on grounds of national security, all the while lacking 

adequate judicial and parliamentary oversight. Surveillance regimes such as the Central 

Monitoring System (CMS) and NATGRID are implemented without any independent 

authorisation, placing into question the effectiveness of constitutional protections that arose 

from the Puttaswamy case. As a result, although the judiciary has constitutionalised privacy as 

a fundamental right, neither legislature nor institution has realised protections in practice, 

specifically in the context of rising digital surveillance and obligations to share data across 

borders. 

 

Case Study: Puttaswamy and Beyond 

Privacy is an important consideration in India's jurisprudence in K.S. Puttaswamy v. Union of 

India (2017) 10 SCC 1, 32 (India)31 pending before the Supreme Court of India. The nine-

judge bench affirmed privacy as a fundamental right under Article 21, grounding it in dignity, 

liberty, and autonomy.32 This right's limits were, however, tested by subsequent judgments like 

that in Aadhaar (2018) wherein it was held that limited state intrusion was permitted for welfare 

purposes while maintaining proportionality. There remain, nevertheless, unaddressed concerns 

pertaining to surveillance projects involving Aadhaar linking and facial recognition that have 

no explicit legislative safeguards.33 

 
29 Navtej Singh Johar v. Union of India, (2018) 10 SCC 1 (India). 
30 Joseph Shine v. Union of India, (2019) 3 SCC 39 (India). 
31 *Justice K.S. Puttaswamy (Retd.) v. Union of India & Ors.*, (2017) 10 SCC 1, 32 (India). 
32 Id. at 40-42. 
33 *Justice K.S. Puttaswamy (Retd.) v. Union of India & Ors.*; *Aadhaar*, (2018) 10 SCC 1, 
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DATA LOCALIZATION VS. GLOBAL INTEROPERABILITY 

A storm of debate rages over data localisation in data policy in India. On one hand, proponents 

argue that it ensures sovereignty and security, and that data localisation is needed considering 

the looming threats of foreign surveillance of Indian citizens' data. On the opposing side of the 

argument are those who see such restrictions as leading to economic isolation and clashing 

with trade obligations. GDPR adequacy, however, is not merely about localisation, but about 

rule-of-law safeguards, independent oversight, and effective remedies, none of which 

categories is sufficiently developed in India's DPDPA.34 

 

COMPARATIVE JURISDICTIONAL ANALYSIS 

● European Union: Through GDPR and Schrems litigation, the EU insists on high 

privacy standards even in cross-border data flows, invalidating mechanisms like Safe 

Harbor and Privacy Shield when found inadequate.35 

● United States: With the CLOUD Act, U.S. law enforcement asserts extraterritorial 

reach, leading to conflicts with EU adequacy rules and raising sovereignty concerns for 

nations like India.36 

● Brazil and South Africa: Both countries balance constitutional privacy rights with 

economic data flows through independent regulators (e.g., Brazil’s ANPD) and strong 

legislative safeguards.37 

 

India can learn from these models by ensuring its data protection authority has constitutional 

independence, transparent appointment processes, and powers for judicial oversight. 

 

SURVEILLANCE ARCHITECTURE: CONSTITUTIONAL CONCERNS 

The Central Monitoring System (CMS) and NATGRID are India's surveillance systems granted 

executive discretion, with little parliamentary oversight or scrutiny. Unlike the Investigatory 

Powers Act in the UK or the Foreign Intelligence Surveillance Court in the USA, India does 

 
34 Digital Personal Data Protection Act, 2023, § \[21] (India). 
35 *Schrems II*, Case C-311/18, 2020 E.C.R. 
36 US CLOUD Act, supra note 3. 
37 Brazil’s Lei Geral de Proteção de Dados (LGPD), Law No. 13,709/2018 (Brazil); Protection of Personal 

Information Act, 2013 (South Africa). 
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not have independent judicial authorization for real-time surveillance and hence would be open 

to challenge on constitutional grounds as under Article 21.38 

 

POLICY DEBATES: SECURITY VS. PRIVACY 

The state often invokes national security to justify expanded surveillance powers. But under 

the proportionality tests from Puttaswamy, there has to be clear legislative backing, legitimate 

aims, and narrow tailoring. With broad exemption clauses such as those in Section 17, the 

DPDPA fails this test and runs the risk of being struck down, if challenged, for being 

unconstitutional.39 

 

INSTITUTIONAL MECHANISMS FOR OVERSIGHT 

Comparative models emphasize independent data protection authorities (like the EDPS in the 

EU and the ICO in the UK) as critical where otherwise rights and obligations would clash. 

India's proposed Data Protection Board is not independent of the executive and so would need 

some reforms if it is to be credible and comply with adequacy requirements.40 

1.Inadequate Surveillance Oversight: India's privacy regime has no independent pre-

authorization- or post-surveillance monitoring bodies and thereby undermines proportionality 

standards from Puttaswamy. 

2.Global Adequacy Requirements: The GDPR requires independent regulators, narrow 

exceptions to surveillance, and effective legal remedies in respect thereof; India falls short in 

all these.  

3.Lessons from Abroad: The constitutional protection, followed by independent scrutiny and 

judicial accountability, are mechanisms that allow for protection of individual privacy in Brazil, 

South Africa, and the EU. 

 

KEY RECOMMENDATIONS 

1. Independent Data Protection Authority: Establish a constitutionally backed 

authority with financial and functional autonomy, modeled on EU regulators. 

2. Judicial Authorisation for Surveillance: Mandate prior judicial approval for all 

interception orders, ensuring proportionality and necessity tests. 

 
38 India Const. art. 21; *Puttaswamy*, 10 SCC 1, 32 (India). 
39 Digital Personal Data Protection Act, 2023, § 17 (India). 
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3. GDPR Adequacy Roadmap: Amend the DPDPA to limit executive exemptions, 

incorporate EU-style adequacy safeguards, and negotiate data transfer agreements 

recognising reciprocal protections. 

4. Parliamentary Oversight Committees: Create bipartisan committees for continuous 

scrutiny of surveillance frameworks, modelled on the UK’s Intelligence and Security 

Committee. 

5. International Cooperation Mechanisms: Engage in OECD and G20 forums to 

harmonise cross-border data flow standards, preventing data protection fragmentation. 

 

CONCLUSION 

More constitutional privacy intrusions are occurring through global surveillance and data 

governance, which, in the digital age, stand strangling a constitutional democracy. India faces 

a very specific challenge arising from being a major digital economy of the world and hence a 

strategic partner in any kind of global security cooperation. The right to privacy established by 

the Supreme Court in Puttaswamy firmly established constitutional respect for the right of 

privacy under Article 21. Now, however, for the implementation of these principles of 

constitutionally recognised privacy in the globalised digital environment, more comprehensive 

reforms have to be undertaken-the institutional, policy, and legal. 

 

This study found notable disconnects between constitutional standards and how they are 

currently being applied, particularly in issues of institutional oversight, legislative frameworks, 

and international cooperation frameworks. The broad surveillance exemptions in current law 

and the insufficient forms of independent oversight risk constitutional compliance as well as 

international recognition of adequacy. Likewise, the absence of clear frameworks to assess 

intelligence cooperation agreements and cross-border data transfers against constitutional 

standards also creates uncertainty and the potential for constitutional violation. 

 

That said, the research also reveals significant opportunities for India to develop innovative 

solutions that consciously balance constitutional privacy protection with legitimate security 

and economic interests. The comparative experience of democratic jurisdictions illustrates that 

strong privacy protection can co-exist with important security cooperation and digital 

commerce where the appropriate institutional enablers and legal frameworks are in place. 
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The recommendations in this research would create the possibility for India to emerge globally 

as a leader in democratic governance of the digital realm all while ensuring fidelity to 

constitutional values. These include establishing independent oversight bodies, narrowing 

surveillance exemptions for national security reasons, framework development for meaningful 

international cooperation, and investment in and development of privacy-preserving 

technologies. This possible ecosystem for privacy protections would provide a model for other 

democratic jurisdictions facing similar issues. 

 

The implications of this effort extend well beyond India. As one of the world's largest 

democracies and digital economies, India's effort to balance constitutional privacy rights with 

global surveillance and data governance will shape the development of international norms in 

this area. An effective Indian model that shows constitutional privacy can be harmonized with 

robust security cooperation and economic development could become a template for other 

democracies and support the development of globally acceptable approaches to digital 

governance that respect human rights. 

 

The way forward entails sustained political will, institutional creativity and international 

cooperation. The constitutional project in Puttaswamy lays the normative groundwork for this 

effort, but delivering on the promise of constitutional protection of privacy in the digital age 

will require the kind of large-scale reforms that are outlined in this study. The time for action 

is now, given that the pace of advancement of surveillance technologies and global frameworks 

to govern data is quickly outpacing the development of supportive laws and norms, making 

inaction more costly and more difficult. 

 

Finally, India's advancement in constitutional privacy protection in the global digital context 

will be evaluated not merely against relevancy to domestic constitutional norms but also 

against its contribution to a future where technology promotes first and foremost human dignity 

and democratic ideals. The recommendations offered in this present study constitute a 

framework for achieving this difficult but vital aim. 


